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QUESTION 8
Which three statements are true about Oracle Entitlements Server?

A.    It enables you to externalize fine-grained authorization from applications.
B.    It uses a centralized Policy Decision Point (PDP) that all Policy Enforcement Points (PEPs) communicate with.
C.    It can use either a centralized PDP or a localized PDP.
D.    It has an out-of-the-box integration with Oracle Adaptive Access Manager.
E.    Auditing is not enabled by default within the security modules.

Answer: ABE

QUESTION 9
How would you configure an authentication policy for federation in Oracle Access Management 11gR2?

A.    There are no authentication policies for federation.
B.    Authentication policies are defined in the Oracle Identity Federation (OIF) console.
C.    Authentication policies are definedin the Oracle Access Management console for each domain.
D.    Authentication policies are provided in assertions.

Answer: C

QUESTION 10
Identify two services offered by the Oracle Access Management Suite Plus 11g.

A.    web-perimetersecurity functions
B.    Identity Context
C.    Identity Provisioning
D.    Privileged Accounts Management
E.    Entitlement Certification

Answer: BE

QUESTION 11
How would you add support for additional Internet Identity Providers for Oracle Access Management Mobile and Social, other than the preconfigured ones such as Facebook and LinkedIn? (Choose the best answer.)

A.    You do this by implementing theoracle.security.idaas.rp.spi.ServiceproviderJava interface.
B.    Support for Internet Identity Providers is limited to the ones that are available out of the box from Oracle Access Management.
C.    Support for Internet Identity Providers is enabled through the connectors built on the Identity Connector Framework (ICF).
D.    You do this by implementing theoracle.security.idaas.rp.spi.IdentityProviderJava interface.

Answer: D
Explanation:
https://docs.oracle.com/cd/E37115_01/admin.1112/e27239/oicconfiginetidentitysrvcs.htm#AIAAG8280

QUESTION 12
Which protocol does WebGate use to communicate with the Access Manager server? (choose the best answer.)

A.    TCP
B.    HTTP
C.    SSL
D.    Oracle AccessProtocol (OAP)
E.    Policy Administration Protocol (PAP)

Answer: B

QUESTION 13
Which additional cookie needs to be cleared out on performing centralized logout when a Detached Credentials Collector is used in Oracle Access Manager with 11g WebGates?

A.    ObSSOCookie
B.    DCCCtxCookie
C.    _WL_AUTHCOOKIE_JSESSIONID
D.    iPlanetDirectoryPro

Answer: B

QUESTION 14
Identify two registration artifacts that are created when an 11g WebGate is registered using the Oracle Access Management console.

A.    osso.conf
B.    oaam_cli.properties
C.    OAMRequest_short.xml
D.    ObAccessClient.xml
E.    cwallet.sso

Answer: DE
Explanation:
http://docs.oracle.com/cd/E15586_01/doc.1111/e15478/agents.htm

QUESTION 15
Which three types of attributes does Oracle Entitlements Server support?

A.    resource attributes
B.    dynamic attributes
C.    context attributes
D.    information attributes
E.    request attributes

Answer: ABC

QUESTION 16
You have configured a new pattern in Oracle Adaptive Access Manager (OAAM) to capture login times of devices. 
Your customer wants to ensure that devices that are used outside their normal times are blocked.
After creating your pattern, which two additional steps must you perform to configure OAAM to meet this requirement?

A.    Create a transaction definition for the pattern.
B.    Create a new rule in an existing policy that contains an appropriate condition to evaluate your new pattern.
C.    Linkyour chosen policy to the appropriate user groups.
D.    Configure a block action for your new rule.
E.    Restart the OAAM Managed Server for the pattern to take effect.

Answer: AE

QUESTION 17
Identify three attributes that are a part of mobile device fingerprinting by default when Oracle Adaptive Access Manager is used.

A.    Operating System Type
B.    Hardware IMEI Number
C.    Hardware MAC address
D.    Hardware IP Address

Answer: ABC

QUESTION 18
Which two features of Oracle Access Management Mobile and Social are supported only when it is integrated with Oracle Adaptive Access Manager?

A.    multi-step authentication (knowledge-based authentication and one-time password support)
B.    JWT token support for authentication and authorization
C.    ability to uniquely identify connecting mobile devices (device fingerprinting)
D.    relying party support for Internet-based Identity Provides (Facebook, Google, Twitter, LinkedIn, and Yahoo)
E.    basic (limited) device security checks during device registration and access requests

Answer: AC 
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